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Cybersecurity Red Zone Commissioning 
for Design & Construction Projects

• UFC 4-10-06 establishes the criteria to ensure delivery of a secure Facility Related 
Control System (FRCS) while meeting facility operational requirements

• UFGS 25 05 11 outlines cybersecurity requirements specifically for "Facility-Related 
Control Systems" (FRCS), essentially dictating how these systems should be 
designed and secured against cyber threats.  

• Red Zone Commissioning evaluates implementation of the UFGS 25-05-11 and 
overall compliance with UFC 4-10-06

• NAVFAC SE designed and utilizes a FRCS Cybersecurity Commissioning (CyCx) 
Checklist derived from the UFGS 25-05-11 to track implementation for each identified 
FRCS.

• NAVFAC SE created and provides a Close Out Memorandum to the System Owner, 
for inclusion with the Acceptance Testing Results, that (1) addresses FRCS concerns 
related to residual risk and completion of commissioning; and (2) Informs the System 
Owner of overall cybersecurity compliance prior to beneficial occupancy date (BOD).
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Cybersecurity For Facility-Related Control 
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Cybersecurity Criteria Should Be Included In Contract Specifications 

ALL Contracts should include cybersecurity requirements: 

• Cyber Hygiene And Commissioning
• Contract Specifications With Cyber Criteria
• Government Representative From A CIO Department/Organization
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Cybersecurity of Facility Related Control Systems: 

UFC 4-010-06 

UPDATE PUBLISHED OCTOBER 2023

Unified Facilities Criteria (UFC)

− Provides planning, design, construction, sustainment, 
restoration, and modernization criteria. 

− Applies to the Military Departments, the Defense Agencies, 
and the DoD Field Activities

− Used for all DoD projects and work for other customers 
where appropriate

• Integrates only a subset of Risk Management Framework 
(RMF) requirements for facility-related control systems

• Applies to all new construction and repair projects

• Narrows RMF Focus to design only and not system life cycle

• 4-010-06 provides:

• Guidance to Designers-of-Record

• Information intended for Designers-of-Record

• Cyber Impact Levels of Confidentiality, Integrity, & Availability 
(C-I-A) Guidance for impact rating

• Detailed guidance for LOW and MODERATE impact systems
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5 Steps for Cybersecurity Design: UFC 4-010-06 

• Step 1: Identify the Confidentiality, Integrity, and Availability (C-I-
A) impact levels (LOW, MODERATE, or HIGH) to use for the 
control system design.

• Step 2A: Use the impact levels to select the proper list of controls 
from NIST SP 800-82.

• Step 2B: Create a list of relevant Control Correlation Identifiers 
(CCIs) based on the controls selected in Step 2A using the DoD 
master CCI list.

• Step 2C: Categorize CCIs and identify CCIs that require input 
from the designer or are the designer’s responsibility.

• Step 3: Include cybersecurity requirements in the project 
specifications and provide input to others as required. 

**Design should not proceed without the proper C-I-A Impact ratings**
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UPDATE REVISION PUBLISHED AUGUST 2024

• Whole Building Design Guide (www.wbdg.org)

• Consolidates all cybersecurity submittals into one 
specification

• Includes requirements to submit for contractual 
fulfillment by implementing  cybersecurity into facility 
related controlled systems construction projects

• Requires security control submittals to be properly 
answered

Cybersecurity of Facility Related Control 

Systems: UFGS 25 05 11 
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Design to Construction Transition

• CIO involvement at the construction kick-off meeting and 
follow-on project status meetings is crucial

– Validates a UFGS 25-05-11 has been properly developed for each 
FRCS during design phase

– Generates FRCS CyCx checklists for each UFGS 25-05-11 and 
provides data to the construction team

• Change Management throughout the project is necessary to 
ensure FRCS are evaluated appropriately at Red Zone and 
Commissioning

– Ensures appropriate hardware and software is delivered

– Simplifies inventory management at project completion
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Commissioning Process

9UNCLASSIFIED



Cybersecurity Red Zone Commissioning Process

7

• NAVFAC SE utilizes a FRCS Cybersecurity Commissioning (CyCx) Checklist derived from 
the UFGS 25-05-11 for each identified FRCS to track implementation

• System Owner receives a Close Out Memorandum at the end of the project outlining the 

overall cybersecurity compliance state for each FRCS
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Pre-                      Action Items
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FRCS CyCx Checklist

• Workbook consisting of:
– Instruction/Data Dictionary
– CyCx Checklist Data
– Submittal Requirements
– Red Zone After Action Report

• Created based on the 
NAVFAC Cyber Hygiene 
Checklists

• Provides a technical snapshot 
of the FRCS cybersecurity 
readiness status
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Commissioning
Closeout
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FRCS CyCx Checklist Example:
Control Implementation Assessment
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FRCS CyCx Checklist Example:  Submittals
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FRCS CyCx Checklist Example: 
Red Zone After Action Report
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CyCx Closeout Memorandum

• Provided to the System 
Owner and Construction 
Manager for inclusion in 
the Acceptance Testing 
Results

– Addresses FRCS concerns 
related to residual risk and 
completion of commissioning

– Informs the System Owner of 
overall cybersecurity 
compliance prior to beneficial 
occupancy date (BOD)
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Questions?
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